HEJATOTAM
OB UH®OPMALIMOHHO# BE3OIIACHOCTH

Korna peus 3axomut 00 nH(MOpMAIIMOHHON 0€30MacHOCTH, OOBIYHO MBI HAaYMHAEM IyMaTh O
KOMIIbIOTEPAX, CETAX, HHTepHETe U Xakepax. Ho ans oOpazoBaTenbHOl cpeabl MpodiaemMa CTOUT
mIMpe: B OTPAKICHUU YYalIerocs OT WH(GOpMAIMH, KOTOpask MOXKET HETaTHBHO IOBJIUATH HA
ero (popMHUpOBaHUE U PA3BUTHUE, TO €CTh O MPOIAraHAe PA3INYHON HAIIPaBIECHHOCTH.

ITonsitue nHGpopManHOHHOI 0e30aACHOCTH

[Ton wuHpoOpManMOHHOM 0€30MacHOCTHI0O MOHUMAETCS 3alUIIEHHOCTh HHGOPMAIMOHHON
CUCTEMBbl OT CIY4YallHOrO WJIM [PEIHAMEPEHHOIO BMENIATEeIbCTBA, HAHOCSIIETO YIIEepO
BJIQJICTIbIIAM HJTU TIOJIb30BATEISIM WH(OPMAIIUH.

Ha npakTyike Ba)XKHEHIINMH SBIISIOTCS TPU aclekTa MH(GopMannoHHON 0€301acHOCTH:
e JIOCTYITHOCTh (BO3MOXKHOCTh 3a pa3yMHOE BpeMs MOJY4UTh TpeOyeMmyro
UH(POPMALIMOHHYIO YCIIYTY);
e IICJIOCTHOCTh (AKTYaJIbHOCTh W HENPOTUBOPEYMBOCTH HH(poOpManuu, ee
3alIUIIEHHOCTH OT Pa3pyIIEeHHs U HECAHKIIMOHUPOBAHHOT'O U3MEHEHN );
e KOH(UACHIMAIBHOCTD (3AIIUTA OT HECAHKIIMOHUPOBAHHOTO IPOYTEHHUS).

Hapymenust 1ocTynmHOCTH, HETOCTHOCTH M KOH(QHUACHIMATBFHOCTH WH(POPMAIIUKA MOTYT OBITh
BbI3BaHbl PA3JIMYHBIMU OIACHBIMHU BO3JCHCTBUAMU Ha HH()OPMAIMOHHBIE KOMIIbIOTEPHbBIE
CHUCTEMBI.

OcHoBHbIE Yyrpo3bl HHGPOPMAIHOHHOM 0€30IaCHOCTH

CoBpemenHast WH(GOPMAIIMOHHAST CHUCTEMAa TPEACTABIISIET COOOM  CIIOXKHYIO CHUCTEMY,
COCTOSIIILYIO U3 OOJBILIOTO YKCia KOMIOHEHTOB PAa3IMYHOM CTEIIEHM aBTOHOMHOCTH, KOTOpBIE
CBSI3aHBI MEXAY cOO0N U OOMEHUBAIOTCS NaHHBIMU. [IpakTHUecKn Kak[(blii KOMIOHEHT MOXET
MOJABEPTHYThCA  BHEIIHEMY  BO3JCUCTBHIO WJIHM BBIUTH U3 CTpos. KoMIIOHEHTHI
aBTOMATH3UPOBAHHOM MH(POPMALIMOHHOMN CUCTEMbI MOKHO Pa30UTh Ha CIEAYIOUINE TPYIIIbL:
Annapammnule cpedcmea. ITO KOMIBIOTEPHI M UX COCTaBHBIE YAaCTH (TIPOLIECCOPHI, MOHUTOPHI,
TEepMUHAJIbI, IepuepuitHble YCTPOWCTBA — MPUHTEPHI, KOHTPOJUIEPHI, KaOeau, TMHUU CBSI3U U
T.1.);

Ilpozpammnoe obecneuenue. ITO TPUOOPETEHHBIE IMPOrPAMMBbI, HCXOJHBIE, OOBEKTHBIE,
3arpy304Hble MOJYJIH; OIEpallMiOHHBIE CUCTEMBI M CHCTEMHBIE IPOrpaMMbl (KOMIWISTODSI,
KOMITOHOBIIUKH U JIp.), YTUJIUTBI, AUArHOCTUYECKHE IPOTPaMMBI U T.1.;

/lannwle, XpaHUMble BPEMEHHO M MOCTOSIHHO, Ha JAUCKaX, (DIIIHOCUTENSX, I€YaTHbIE, apXUBBI,
CHUCTEMHBIE )KypHaJbl U T.1.;

Ilepconan. Ilonb3oBareny, CUCTEMHBIE aAMUHUCTPATOPBI, IPOTPAMMHUCTHI U JIp.

OnacHble BO3/I€HUCTBUS Ha KOMITBPIOTEPHYIO HH(OPMAIMOHHYIO CHCTEMY MOKHO TOJPa3AeTUTh
Ha CIydailHble W TpeJHaMepeHHble. AHaIW3 ONbITA MNPOEKTHUPOBAHUS, HW3TOTOBICHUS U
SKCIUTyaTallM HMH(OPMALMOHHBIX CHUCTEM I[IOKa3bIBAaeT, 4TO HHQOpMAIMs IOABepraercs
pPa3IMYHBIM CIy4YallHBIM BO3JCMCTBHUSIM Ha BCEX 3Tanax LMKJIA XKU3HU CUCTEMBI. [Ipuunnamu
CIIy4aifHbIX BO3JIEHCTBUHN MPU IKCIUTyaTallik MOTYT OBITh:

e aBapuWHBIC CUTyallUM W3-3a CTHUXUWHBIX O€NCTBUA U  OTKIFOYCHUHN

3JIEKTPONUTAHUS,

e OTKa3bl U cOOM ammaparypsl;

e OMMUOKH B MPOrPaMMHOM OOECIICUCHUH,

e 0ommUOKH B paboTe NepcoHana;



e T[IOMEXH B JIMHUSAX CBSI3U U3-3a BO3/ICHCTBUI BHELIHEHU CPE/IbI.

[IpennamepeHHble BO3ECHCTBUS — 3TO LI€JICHAIIPABICHHbIE JEHCTBUS HapymuTens. B kauectse
HapYyIIUTENS MOTYT BBICTYNAaTh CIHYy>KAIUH, MOCETUTENIb, KOHKYPEHT, HAaeMHUK. JlelcTBus
HApYIIUTENS MOTYT ObITH O0YCIIOBIIEHBI pa3HBIMH MOTHUBaMU:

e HEJOBOJBCTBOM CIIYXKAaIEro CBOEH Kapbepoi;

e  B3ITKOI,

e  T100OIBITCTBOM;

e KOHKYPEHTHOH 00phOOH;

e CTpPEMIICHHEM CaMOYTBEPIUTHCS JIFOOO0 IIEHOH.

MO0>KHO COCTaBUTh TMIIOTETHYECKYIO MOJIEIb NOTEHI[UAIbHOTO HAPYILIUTEIA:
e  KBaJM(UKAIUS HAPYIIUTENSI HA YPOBHE pa3pabOTUYHKa JaHHOM CHUCTEMBI,
e HApyIIUTENEM MOXET OBIThb KaK IOCTOPOHHEE JHMIO, TaK W 3aKOHHBIA
M10JIb30BATENb CUCTEMBI,
e  HAPYIIUTEIIO U3BECTHA MHPOPMALIUS O IPUHIUIIAX paOOTHI CUCTEMBI;
e HapylIUTelb BbIOUpaeT Hanbomee cnaboe 3BeHO B 3aIIUTE.

Haubonee pacmpocTpaHeHHBIM H MHOTOOOpPA3HBIM BHJIOM KOMITBIOTEPHBIX HapyIICHUN
ABJISIETCS. HECAHKIMOHUPOBAHHBIM JOCTYIl. HeCcaHKIMOHMPOBAaHHBIA JOCTYI MCIOJbB3YyET
ar00yr0 omMOKYy B CHUCTEME 3aIlUThl U BO3MOXEH IPU HEpalOHAILHOM BBIOOpE CpelCTB
3aIMTHI, UX HEKOPPEKTHOM YCTAHOBKE M HACTPOMKE.

HpOBeI[eM KJ'IaCCI/I(bI/IKaLII/IIO KaHaJIOB HCCAHKINUOHUPOBAHHOI'O HOCTYyIA, IO KOTOPBIM MOXKHO
OCYIICCTBUTL XUIICHNUE, ©3BMCHCHUC UM YHUYTOXKCHUC I/IH(l)OpMaHI/II/II

Yepes uenoseka:
e  XMHILEHHE HOoCUTeNel nupopmanuy;
e YreHue MH(OPMAINH C SKpaHa WK KIIaBUATYPHI,
e YTeHue MH(OpMAIMK U3 PACHEUATKU.
Yepes npozpammy:
e IepexBar mapoiei;
e Jemu@poBKa 3amn(poBaHHON HHPOPMALIHH;
e KONHMpPOBaHHE MH(POPMAILIUN C HOCUTEIIS.
Yepes annapamypy:
e TMOJKIIOYEHHE  CHENMaTbHO  pa3padOTaHHBIX  amlapaTHBIX  CPEICTB,
o0ecreynBaroIuX JOCTYI K HH(OpMALINK;
e mepexBaT MOOOYHBIX 3JEKTPOMArHUTHBIX M3JIyYEHHH OT ammapaTypbl, JTUHUNA
CBSI3M, CETEH 2JEKTPONUTAHUS U T. 1.

Oco0o0 crenyeT OCTaHOBUTHCA Ha YIrpo3ax, KOTOPbIM MOTYT MOJBEPraThCsi KOMIIbIOTEPHBIE
ceth. OCHOBHasE OCOOEHHOCTb JtOOOW KOMIBIOTEPHON CETH COCTOMT B TOM, 4YTO €€
KOMIIOHEHTBI pacrpeziefieHbl B npocTpaHcTBe. CBs3b MEXIY y3JaMU CETU OCYILIECTBIISIETCS
(GU3MYecKH C MOMOIIBIO CETEBBIX JIMHUN U MPOTPAMMHO C MOMOIIbI0 MEXaHHU3Ma COOOIIECHHH.
[Ipu »TOM YympaBisiOIIME COOOLIEHUS U JaHHbIE, IEpechbUlaeMble MEXAY Yy3JaMH CeTH,
nepeaaTcs B BUJIE MakeToB oOMeHa. KoMIbloTepHble CeTH XapaKTepHbl T€M, YTO MPOTUB HUX
NPEANPUHUMAIOT TaK Ha3blBacMble yAAJICHHbIE aTaku. Hapymmrens MOXeT HaXOOUTBCA 3a
TBICSYM KMJIOMETPOB OT aTaKyeMOro 0ObeKTa, IPH 3TOM HAalaJeHUI0O MOKET MOJIBEPraThCsl He
TOJIbKO KOHKPETHBI KOMIBIOTEP, HO M MH(OpMalMs, MEepeAaoascs Mo CEeTeBbIM KaHalaMm
CBS3U.



Obecneuenne HHGOPMAITUOHHON 0€30MACHOCTH

®opmupoBaHue pexxuma UHGOPMAIMOHHON 0e30MacHOCTH — mpobiema KoMIulekcHas. Mepbl
0 €€ PEHICHUIO0 MOXHO MOPa3IeIUTh Ha MSTh YPOBHEH:
1. 3akonooamenvnwlit . ITO 3aKOHbI, HOPMATHUBHBIC aKThl, CTaHIApPThl W T.1.HopmaTuBHO-
npaBoBast 0a3a ompeAeoNas MOPSIOK 3aIIUTH HH(pOpMAIIHH:
2. Mopanwvno-smuueckuii. BceBo3MOXHBIE HOPMBI TIOBEJICHUS, HECOOIIOCHUE KOTOPHIX BEJIET
K MMaJICHUIO PECTUKAa KOHKPETHOT'O YEJI0BEKa MJIH 1IEJION OpraHu3alliH.
3. Aomunucmpamuenstit. JlevictBus 00I1Iero xapaxkTepa, IpearpUHAMAaeMble PYKOBOIACTBOM
opranmu3anuy. TakuMu JOKYMEHTaMH MOTYT OBITh:
e TMpHUKA3 PYKOBOAWUTENS O Ha3HAUYEHUM OTBETCTBEHHOTO 3a olecredyeHue
nH(OPMAIMOHHON 0€30MIaCHOCTH;
e  JIOJDKHOCTHBIE 00513aHHOCTH OTBETCTBEHHOTO 3a obecrnieyeHue
nH(OPMAIIMOHHON 0€30MIaCHOCTH;
e IE€pEYeHb 3alUIIAEMbIX HH)OPMALIMOHHBIX PECYpCOB U 0a3 JaHHBIX;
e HHCTPYKIHIO, ONPEICIAIONIYI0 TOPSAOK MPEIOCTaBlIeHUs WHGOpMAIUU
CTOPOHHHUM OpraHU3alMsM IO UX 3alpocaM, a TaKXKe M0 MpaBaM JOCTyIa K Hei
COTPYAHUKOB OpraHU3aIuu.
4. @u3uueckuii. Mexanudeckue, 3JEKTPO- U DIEKTPOHHO-MEXaHWYECKHE TMPENITCTBUS Ha
BO3MOYKHBIX ITYTSX MPOHUKHOBEHUS TOTCHIIMAIBHBIX HAPYIITUTEIICH.
5. Annapamno-npozpammmuslii (3IIEKTPOHHBIE YCTPOICTBA M  CHEUHUATbHBIE IPOrPAMMBI
3aIUThl HHOOPMAIIHH).

[TpuHsATHIE MEpBI IO CO3/IaHHUI0 0€30MacHOH HHPOPMALIMOHHON CUCTEMBI B IIKOJIE:
e Oo0ecrieueHa 3alIMTa KOMIIBIOTEPOB OT BHEIIHUX HECAHKIMOHUPOBAHHBIX
BO3/JICHCTBUI (KOMIIbIOTEPHBIE BUPYCHI, JIOTUYECKHE OOMOBI, aTakKl XaKepoB U
T. 1.)
e VYCTaHOBJIIEH CTPOTHM KOHTPOJL 3a DJIEKTPOHHOM TOUYTOH, o0ecreyeH
HOCTOSIHHBIA KOHTPOJIb 33 BXOJAIIEH U UCXOAAIIEH KOPPECTIOH ICHIIUEH.
e YCTaHOBJIEHBI COOTBETCTBYIOLIUE NApOIM Ha nepcoHanbHble [IK.
e Ucnonb3oBaHbl KOHTEHT-QMIBTPHI, A (uiIbTpalMu CcalToB 1O UX
COJIEPKUMOMY.
EnuHas COBOKYNMHOCTH BCEX OSTHUX Mep, HAlpaBIEHHBIX Ha MPOTUBOAECUCTBUE Yrpo3am
0€30MacHOCTH C LEJNbI0 CBEACHHS K MHUHHMYMY BO3MOXHOCTH yIepOa, oOpa3yloT cHucTeMy
3aIUTHI.
CriennanucTbl, UMEIOIINE OTHOIIEHHE K CHCTEME 3alUThl JOJKHBI MOJTHOCTBIO MPEICTaBIATh
ce0e MpPUHLUUIBI €€ (QYHKIMOHHUPOBAHUS M B Cllydyae BO3HUKHOBEHHUS 3aTPYAHUTEIBHBIX
CUTyallull aJleKBaTHO HAa HUX pearupoBath. [loa 3amuToil JOHKHA HAaXOAUTHCA BCS CHCTEMA
00paboTKK HHPOpPMALIKH.
Jluna, 3aHuMarommecs obOecrieueHMEM HHGPOPMAIMOHHON O€30MacCHOCTH, JOJIKHBI HECTH
JUYHYIO OTBETCTBEHHOCTb.
Hanexxnas cucrema 3amuThl J0KHA OBITH MOJHOCTBIO MPOTECTUPOBAHA W COTJIACOBAHA.
3ammra cTaHOBUTCS Oojiee F(PPEKTUBHOM M TMOKOW, €CIM OHA JOIMYCKAaeT M3MEHEHUE CBOUX
apaMeTpoB CO CTOPOHBI aIMUHUCTPATOPA.
B 3axitoueHne cBoero JokIaaa XoTenoch Obl JaTh HEKOTOPbIE PEKOMEHJIAIMH 110 OpraHu3aluu
paboTel B MH(DOPMAIIMOHHOM TPOCTPAHCTBE, YTOOBI yOepeub ce0s M CBOMX OJM3KUX OT
MHTEPHET-TIPECTYIHUKOB.

PexomeHnaanuu mo opraHu3anuu padorbl B HHPOPMAINIMOHHOM MPOCTPAHCTBE
1. Tlepen nHauasoMm pabOTHI HEOOXOAUMO YETKO C(OPMYIHpPOBATH IEb M BOMPOC TOHCKA
uHpOpMaLUH.



2. XKenarenbHO BBIPaOOTATh ONTUMAIBHBIA aJTOPUTM IMOKMCKa HHpopManuu B cetu MHTEpHeT,
YTO 3HAUYUTENILHO COKPATUT BPEMs U CUJIbI, 3aTPauCHHbIE HA IIOUCK.

3. 3apaHee YCTaHOBUTb BpEMEHHBIH JUMUT (2-3 wdaca) paboTel B HH(OPMAIIOHHOM
IIPOCTpaHCTBE (IPOCMOTP Tesenepeaauu, yrenue, HTepHer).

4. Bo BpeMsi pabOThl HEOOXOAUMO JeNaTh MepephiB HA 5-10 MUHYT Ui CHATHS (PU3HUECKOTO
HaIpsDKEHUs U 3pUTENIbHON Harpy3KH.

5. Heobxoaumo 3Hath 3-4 ympaKHEHHS IJIsi CHATHUS 3pUTEIILHOTO HANpsHKEHUS U (U3NUECKOM
YCTaJOCTH.

6. PaGoraTth B XOpOIIO HPOBETPEHHOM IIOMEUICHUH, MPH ONTUMAIBLHOM OCBEIIEHUH U B
y100HOi# To3e.

7. He cTOUT 1ETKOMBICIEHHO O0palaThCsl CO CIaM-MHUCbMaMU U 3aXOJUTh Ha HEOE30IacHbIE
BeO-caiThl. /{151 ”HTEPHET-NIPECTYIMTHUKOB Bbl CTAHOBUTECH JIETKOM TOOBIYEH.

8. Ilpu perucrpauuu B COLMAIBHBIX CETSAX, HE yKa3blBaliTeé CBOM IEPCOHAJIbHBIE JIAHHBIE,
HalpuMep: aJipec WK AEHb POXKICHHUSL.

9. He ucnionb3yiiTe B JIOTMHE UM [1apOJIE IEPCOHAJIbHBIE JaHHBIE.

10. Bce 3TO mo3BOJIsI€T MHTEPHET-IPECTYIHUKAM IOJIY4YUTh JIaHHbIE JOCTyIa K aKKayHTam
AIIEKTPOHHON MOYTHI, a Takxke uHpuuupoBars nomamraue [1K mis BximroueHus ux B 60T-CEeTh
WIN JJIS IOXUIIEHNs1 OAHKOBCKUX JJAHHBIX pOAUTENEH.

11. Co3pmaiiTe cOOCTBEHHBI MPO(PUIL HA KOMIBIOTEpPE, YTOOBI 00€30MacuTh HH(pOpMAIHIio,
XPaHSAIIYIOCS Ha HEM.

12. He 3a0biBaiiTe, 9T0 (paKkThl, O KOTOPBIX BBl y3HaeTe B MHTEpHETE, HY)KHO OYE€Hb XOPOIIO
POBEPUTh, €CIU BbIOyJIETEe MCIIOJIb30BaTh UX B CBoeH JomamiHel pabote. Llenecoobpasno
CpPaBHUTH TPU HMCTOYHHKA WH(POPMALWHU, MPEKAE YEM PEUINTh, KAaKUM HCTOYHHKAM MOXKHO
JIOBEPSITD.

13. O mocroBepHOCTH MH(MOpPMAIMH, TOMEUICHHON Ha CaiiTe MOKHO CY/AWTH 110 CAMOMY CauTy,
y3HaB 00 aBTOpax caira.

14. Pa3meniast uapopmanuio o cede, CBOMX OJU3KHX U 3HAKOMBIX HA CTPAHMIIAX COIUATBHBIX
ceTel, CIIpoCUTe MPEBAPUTEIILHO pa3pellieHue y TeX, 0 KoM OyzeT 3ta uHdpopmarus.

15. He cnenyer pa3Memiath Ha CTpaHHIax BeO-caiiToB cBou ¢ororpaduu u ¢pororpaduu cBoux
OJIM3KHUX U 3HAKOMBIX, 32 KOTOPbIE BaM IIOTOM MOXET ObITh CTBITHO.

16. CobnromaiiTe npaBuia 3TUKU Npu oOmieHnu B MIHTepHeTe: rpy0OoCTh MPOBOLUPYET IPYTHX
Ha TaKOE XK€ IOBEICHHUE.

17. Ucnons3ys B cBoeil pabore MaTepuai, B3ATbI U3 MH(OOPMALIMOHHOTO MCTOYHUKA (KHUTra,
nepuojMyeckas mnedarb, MHTepHeT), cienyeT yka3aTb 3TOT MCTOYHMK HH(DOpPMALUM MU
C/ieNlaTh Ha HETO CCBUIKY, €CIIM MaTepHrall ObLI1 BaMH IepepadoTaH.



